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[bookmark: _Toc176348050]Introduction
Risk is an inherent part of the strategic and day-to-day activities of Humber and North Yorkshire Integrated Care Board (the ICB) as a large and complex NHS body. The ICB’s Risk Management Policy and Framework sets out the systematic means through which such risks are proactively identified, assessed, and mitigated to ensure that it achieves its strategic priorities and maintains the safety of its staff, patients, and members of the public.

The Policy supports the effective delivery of the ICB’s strategic and operational priorities whilst fostering a culture that maximizes the opportunity for flexibility, innovation, and best practice. It also forms an essential element of the ICB’s robust internal control framework which ensures that the highest standards of good governance, transparency and accountability are met.

Effective risk management processes are central to providing the ICB with assurance that all required activities are taking place to ensure the delivery of the ICB’s strategic priorities and compliance with all legislation, regulatory frameworks, and risk management standards.

The ICB maintains a system of internal control which is designed to manage risk to a reasonable level rather than to eliminate it completely; the system of internal control can therefore only ever provide reasonable and not absolute assurance of effectiveness. 

The process designed to:
· Identify and prioritise the risks to the achievement of the ICB’s policies, aims and objectives
· Systematically evaluate the likelihood of those risks being realised and the impact should they be realised, and to manage them efficiently, effectively, and economically

[bookmark: _Toc176348051]Scope
This Policy applies to all employees of the ICB and all the constituent parts of the organisation; six health and care partnerships (Places), five sector collaboratives, and ICB Committees as well as those involved in a partnership capacity in delivery of the ICB’s business.

[bookmark: _Toc176348052]Policy purpose and principles of risk management
The ICB has adopted a dynamic approach to risk management, enabling it to be sighted on the highest-level risks at Board level while being assured that appropriate mechanisms of control are in place across the organisation and the Humber and North Yorkshire Integrated Care System (ICS) for shared risks.

The ICB Board supports the following principles for risk management:
· The primary building blocks for risk identification and management within the ICB are the six health and care partnerships (Places) and five sector collaboratives, supported by ICB directorates, committees, the ICB Board and the Integrated Care Partnership (ICP).
· The promotion of variable risk appetite, which balances the ICB’s tolerance to risk against the nature of the risk and delivery of the ICB’s vision and ambitions. 
· The management and oversight of risks should be carried out as close to the source of the risk as possible, unless it is agreed that a risk needs to be managed centrally.
· Additional confirm and challenge will be undertaken for assurance purposes by as many other levels as necessary and in accordance with the Board defined out of appetite risk thresholds. Risk registers will be regularly reviewed to identify common risks across the ICB.
· The adoption of a single ICB methodology to enable the consistent recording and appraisal of risk, irrespective of its source or nature.
· The adoption of a shared responsibility risk model within the Humber and North Yorkshire ICS which distinguishes between those risks that are directly within the control of the ICB and those that are shared, the latter being managed between system partners.
· Effective risk management is not an end in itself but an integral part of the ICB’s quality, governance, and performance management processes.

[bookmark: _Toc176348053]Definitions
Risk
Risk is the chance that something will happen that will have an impact on the ICB’s ability to achieve its objectives and to deliver its strategic objectives, programs, or service delivery successfully. It is measured in terms of likelihood (frequency or probability of the risk occurring) and severity (impact or magnitude of the effect of the risk occurring). The ICB uses a 5x5 matrix scoring system, which produces a score of 1 – 25. Risks may have a positive or negative effect. See Appendix 1.

Risk management
Risk management is “the culture, processes and structures that are directed towards the effective management of potential opportunities and adverse effects.” Australian / New Zealand Risk Standards 4360:1999

The risk management process
The risk management process is “the systematic application of management policies, procedures and practices to the tasks of establishing the context, identifying, analysing, evaluating, treating, monitoring and communicating risk.” Australian / New Zealand Risk Standards 4360:1999

The ICB risk management process can be summarised as follows:



[bookmark: _Toc176348054]Risk management processes
[bookmark: _Toc176348055]Risk identification
The identification of risk involves examining all sources of potential risk that the ICB may be exposed to from the perspective of all stakeholders throughout the organisation. When identifying potential risk, there are two key approaches: the top-down and the bottom-up approach.

Top down (identifying strategic risk)
Strategic Risk Management is undertaken through Executive Management and Committee structures and enables the identification, assessment and recording of strategic risks which threaten the achievement of the ICB’s strategic priorities (Strategic Risks may also be identified through the reporting and escalation of Operational Risks.) The ICB Board will take an active interest in the management of strategic risks through the Board Assurance Framework (BAF) which is maintained for ongoing assurance. The BAF is updated continuously and considered at each meeting of the ICB Board.

Bottom up (identifying operational risk)
Operational Risk Management activity is supported by staff working in adherence to organisation’s policies and procedures. Operational Risks may present themselves, via incidents, complaints, claims, patient feedback, safety inspections, external reviews, ad hoc assessments etc. which may impact on the organisation’s ability to meet its objectives and targets.

[bookmark: _Toc176348056]Risk prioritisation and treatment
Once a risk has been identified and assessed, the next step is to decide how to treat the risk. Options for treating the risk include: 
· Mitigate the risk by taking action to reduce its likelihood and / or impact.
· Accept the risk by an informed decision
· Avoid the risk, e.g. by discontinuing a specific activity
· Transfer or share the risk, e.g. with a service provider or system partners, and accountability for the risk will be shared amongst partners
· Take or increase the risk to pursue an opportunity, consistent with Board defined risk appetites

The risk score and appetite level determine the prioritisation and allocation of resource.

[bookmark: _Toc176348057]The Board Assurance Framework (BAF)
The BAF summarises how the Board knows that the controls it has in place are effectively managing the principal risks to the achievement of its strategic objectives, together with references to documentary evidence/assurances and current mitigation plans. It also provides a structure for the evidence to support the Annual Governance Statement. This simplifies board reporting and the prioritisation of action plans, which, in turn, allow for more effective performance management. The ICB has adopted a board assurance framework in line with the Good Governance Institute’s Guiding Principles.

The Board will consider the BAF at the start of each meeting to determine how the agenda items offer further assurance or otherwise impact on the strategic risks and controls set out within the BAF. The BAF will be updated formally on a continuous basis.

[bookmark: _Toc176348058]Assurance
This is a holistic concept based on best governance practice. It is a process designed to provide evidence that the ICB is doing its “reasonable best” to manage itself so as to meet its objectives, protect patients, staff, and the public and other stakeholders against risks of all kinds. It is a fundamental process of governance that will assist the ICB in identifying risks, determining unacceptable levels of risk, and deciding where best to direct the limited resources to eliminate or reduce those risks. It exists to inform the ICB Board about significant risks within the organisation and for which they are responsible.

[bookmark: _Toc176348059]Managing and oversight of risk
The ICB has determined that all risks will be managed according to the organisation’s pre-determined Risk Appetite scores. Those risks identified as out of the pre-determined Risk Appetite scores will be reviewed and assured by the committee, collaborative or Place who has lead oversite for the relevant risks. Those risks which are identified as threatening the delivery of the ICB’s strategic objectives will be reflected on the BAF. Risks within appetite should remain subject to regular review so as to be assured as to their continued relevance or otherwise removed. 

Management responsibility is primarily dependent on the distance from risk appetite level. The impact of some risks, or the actions needed to mitigate them, can be such however that it is necessary to escalate the risk to a higher management level, for example from service or operational level to Place leadership team level, or Place leadership team / collaborative level to ICB committee or executive committee level. 

An integral part of effective risk management is ensuring that risks are escalated and de-escalated through the organisation in line with robust confirm and challenge procedures and relevant governance committee structures.

[bookmark: _Toc176348060]Risk responsibility and appetite
The ICB recognises that it is impossible and indeed not always desirable to eliminate all risks and that systems of control should not be so rigid that they stifle innovation and effective use of limited resources to achieve the ICB’s objectives. In order to establish a consistent framework for the assessment and management of risk, the ICB has adopted a risk assessment tool (Appendix 1).

However, as a general principle the ICB will seek to eliminate or reduce all identifiable risk to the lowest practicable level and control all risks which have the potential to:
· Harm patients, staff, visitors, and other stakeholders
· Have a high potential for incidents to occur
· Results in loss of public confidence in the ICB and/or its partner agencies
· Have severe financial consequences which would prevent the ICB from carrying out its functions on behalf of its residents.

Risk appetite is the amount of risk the ICB is willing to tolerate in the pursuit of its objectives. The ICB Board has determined the Organisational risk appetite by risk type, as follows:

[image: Screenshot showing the risk domains mapped to strategic objectives and risk appetites.]
[bookmark: _Toc176348061]Out of appetite registers
The OOA registers comprises of all out of appetite risks, as defined by the Board’s risk appetite thresholds. The committee, Collaborative or Places review their OOA risks and determine any such risks that require reporting to the Executive Committee. The Executive Committee then determines whether any such risks should be reported and reviewed by the board.

Grounds for reporting to the Board may include risks that have the potential for significant or catastrophic impact on the core business of the ICB or otherwise require significant or substantial mitigation by the ICB.

All risks will continue to be managed as close to the source of the risk as possible, unless it is agreed by the executive committee, or individual executive director, that a risk needs alternative management and oversight.

[bookmark: _Toc176348062]Risk reporting cycle
The ICB operates a continuous risk review process, via risk owners, supported by a systematic reporting cycle.

Risk review is undertaken by risk owners to:
· Confirm whether the risk remains extant
· If so, review progress on the actions and mitigations
· Assess whether the likelihood of a risk occurring has increased or decreased
· Identify any new risks

Committees and other constituent elements of the ICB will review the risks relevant to their remit at a frequency determined by themselves, however this typically will align to the frequency of their meetings.

[bookmark: _Toc176348063]HNY ICB web based risk management toolkit
The ICB has produced and uses a bespoke web-based risk management toolkit to enable those responsible for the oversight of risk to have visibility of risks aligned to them. The toolkit enables interrogation of the data and report production in varying formats dependent on need. A Data Quality Tool has been produced to allow users to self-audit problem areas or mistakes within their respective risks.

Elements of the toolkit consist of a Web based Overview report:


[image: A screenshot of the web-based overview report.]A PowerPoint risk report:


[image: A screenshot of the PowerPoint risk report.]
A risk data quality dashboard:

[image: A screenshot of the risk register data quality dashboard.]
Training is available on any of the Toolkit items by simply emailing the team on: hnyicb.hnyicbriskmanagement@nhs.net

[bookmark: _Toc176348064]Governance structure with respect to risk management
The ICB maintains a robust governance structure to ensure that the organisation’s risk management activity is subject to appropriate levels of oversight and scrutiny. The governance structure described below supports the accountability arrangements for risk management and ensures that all risks are properly considered and escalated within the organisation, as required. 

Through this structure, the Board ensures that adequate resources and support systems are in place to enable the organisation to effectively manage threats to its business objectives.

[bookmark: _Toc176348065]ICB Board
The ICB Board is accountable for the oversight of all risks across the ICB. The Chief Executive, supported by the Board Members, has responsibility for this Risk Management Policy and for ensuring adequate systems of internal control are in place which support the achievement of the ICB’s strategic priorities. This includes establishing the BAF and all registers and seeking assurance that they are managed effectively across the organisation.

[bookmark: _Toc176348066]Audit Committee
The Audit Committee seeks assurance on behalf of the board that the ICB has established and maintained an effective system of integrated governance, risk management and internal control across all of the organisation’s activities that support the achievement of ICB’s objectives. This includes appraising the assurance available from the ICB’s internal audit programme.

[bookmark: _Toc176348067]Executive Committee
The Executive Committee (team) provides executive oversight of those risks that have the potential for significant or catastrophic impact on the core business of the ICB or otherwise require significant or substantial mitigation by the ICB. It confirms and challenges the mitigations in place for such risks, directs further action as necessary and makes judgements as to those risks that require reporting to the Board.

[bookmark: _Toc176348068]Quality Committee
The Quality Committee supports the ICB in delivering its statutory quality functions so as to secures continuous improvement in the quality of services. It will review and monitor those risks on the Board Assurance Framework and risk registers which relate to quality, and high-risk operational risks which could impact on patient safety or care. It will ensure that the ICB is kept informed of significant risks and mitigation plans, in a timely manner, via the standing quality items in the ICB Board agendas.

[bookmark: _Toc176348069]Finance Performance and Delivery Committee
The Finance Performance and Delivery Committee supports the ICB in delivering its strategic objectives by providing oversight and assurance on the management of risks relating to finance, performance, and delivery of national targets.

[bookmark: _Toc176348070]Other Committees of the ICB
Other Committees of the ICB ensure that the ICB is kept informed of significant risks and mitigation plans as relevant to their areas of responsibility. This will include the maintenance and management of Committee risk registers.

[bookmark: _Toc176348071]Health and Care Partnerships (Places)
Health and Care Partnerships (Places) uphold governance arrangements and systems of control so as to support the ICB’s requirements with regards to risk management and internal control. This will include the maintenance and management of a Health and Care Partnership risk register.

[bookmark: _Toc176348072]Sector Collaboratives
Sector collaboratives similarly uphold governance arrangements and systems of control so as to support the ICB’s requirements with regards to risk management and internal control. This will include the maintenance and management of a collaborative risk register.

[bookmark: _Toc176348073]Other roles and responsibilities
[bookmark: _Toc176348074]Chief Executive
The Chief Executive has overall accountability for risk management and is responsible for ensuring that the required systems and processes are in place to support a positive risk culture and the effective identification and management of risk throughout the organisation.

[bookmark: _Toc176348075]Executive Director of Corporate Affairs
The Executive Director of Corporate Affairs has executive responsibility, on behalf of the Chief Executive, for the implementation of the Risk Management Policy. They are also the ICB’s Senior Information Risk Officer (SIRO) and in this capacity is responsible for information risk and advises the Board on the effectiveness of information risk management across the ICB.

[bookmark: _Toc176348076]Executive Director of Finance and Investment
The Executive Director of Finance and Investment holds executive fiscal responsibility for the ICB and is responsible for ensuring a sound system of internal financial control, establishing effective financial systems and management of financial risk for the ICB.

[bookmark: _Toc176348077]Executive Director of Nursing and Quality
The Executive Director of Nursing and Quality is the executive lead for the management and oversight of risks in relation to quality and safety within the ICB and those that that relate to the commissioning of clinical services). They work closely with the Chief Executive, other executive directors, and executive clinical leads in system partners to ensure a whole systems approach to the management of clinical risk.

[bookmark: _Toc176348078]Executive Director of Clinical and Professional Services
The Executive Director of Clinical and Professional Services is the ICB’s Caldicot Guardian and is responsible for ensuring that the personal information about those who use the organisation’s services is used legally, ethically, and appropriately, and that confidentiality is maintained.

[bookmark: _Toc176348079]Other Executive Directors
Other Executive Directors are accountable to the Chief Executive for risks relating to their portfolios of responsibility and, together with the executive directors listed above, have collective accountability for the identification and oversight of risks reviewed by the Executive Committee.

[bookmark: _Toc176348080]Director of Governance and Board Secretary
The Director of Governance and Board Secretary is accountable to the Executive Director of Corporate Affairs for the design and maintenance of the ICB risk management framework. They are also the ICB Data Protection Officer (DPO) with responsibility to provide senior advice and guidance on the processing of personal data by the ICB.

[bookmark: _Toc176348081]Head of Governance and Development
The Head of Governance and Development Supports on the establishment and maintenance of the ICB Board Assurance Framework (BAF), facilitating the timely identification and quantification of the principal risks to the achievement of the ICB’s Strategic Objectives. They also support the executive director lead in their regular review of the effectiveness of the controls, mitigations, and assurances available with respect to the BAF’s risks.

[bookmark: _Toc176348082]Risk assurance and safety lead
The risk assurance and safety lead is to lead on and provide specialist and professional guidance of matters of risk for the ICB including Place, the assurance of the ICB’s risk agenda, risk management system and risk-related regulatory and contractual compliance to facilitate the ICB wide programme of work which systematically recognises, reports, analyses, evaluates and minimises risk.

[bookmark: _Toc176348083]All staff and others associated with the business of the ICB
All staff and others associated with the ICB are responsible for:
· Taking action to protect themselves and others from risks
· Identifying and reporting risks to their line manager using the ICB’s risk processes and documentation
· Co-operating with others in the management of the ICB’s risks
· Being aware of the ICB’s Risk Management Policy and complying with the procedures

[bookmark: _Toc176348084]Policy review
This Policy will be reviewed annually. Earlier review may be required in response to exceptional circumstances, organisational change or relevant changes in legislation or guidance as instructed by the Executive Director of corporate affairs responsible for this policy.

[bookmark: _Toc176348085]Archiving
The ICB will ensure that archived copies of superseded policy documents are retained in accordance with Records Management: A guide to the management of health and care records 2021.

[bookmark: _Toc176348086]Associated documentations
· HNY Risk Management Framework (setting out operational guidance for risk management)
· Health and Safety Policy 
· Display Screen Equipment Policy 
· Fire Safety Policy 
· Major Incident Plan 
· Business Continuity Policy 
· Incident Reporting Guidance
· Constitution and Standing Orders
· Governance Handbook
· Information Security Policy and associated procedures
· Relevant Human Resources Policies
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2. Action planning


3. Improvements


4. Reassessment
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Risk Domains mapped to Strategic Objectives 2024-25 and Risk Appetites

Strategic Domain Risk Appetite Descriptors
Objective (10 agreed drivers)

LRIEG -8 {18 Delivery Improvement Balanced (8) * Quality Improvement
Excellence * Patient Safety

Data and Digital Open (12) * Innovation & Research

* Upscaling Digital Solutions / Cyber-Security

* Data Quality / Bl and real time decision making
Empowering Collaboratives Open (12) * Resource shift across sectors

* Embed accountabilities and delegated authority

CHICEG -8 {:18 Population Health Open (12) * Outcomes through transformation and service improvement
Prevention * Pop health & inequalities, targeting most deprived communities

Relationship with Place Open (12) * Focus on cancer, CVD, MH and elderly/frail and H&WB of children
* HNY centre for excellence for tobacco control

(GJ -EL -8 18 System workforce Open (12) * Workforce breakthrough programme
Sustainability * Leadership development
Sustainable Estate Open (12) * Productivity, including use of technology
* Service provision blueprint (productivity and efficiency plans, incl
Outcomes Led Resourcing Balanced (8) estate)
D: Voice at Transformative public Open (12) * Meaningful engagement and co-production
the Heart engagement * Engagement for prevention, focussed on health inequalities

System Voice and Relationships Open (12) * Stakeholder management





image2.svg
            The picture can't be displayed.         Risk Domains mapped to Strategic Objectives 2024 - 25 and Risk Appetites                                                     Descriptors Risk Appetite  Domain  (10 agreed drivers)  Strategic  Objective   • Quality Improvement  • Patient Safety  • Innovation & Research  • Upscaling Digital Solutions / Cyber - Security  • Data Quality / BI and real time decision making  • Resource shift across sectors  • Embed accountabilities and delegated authority Balanced (8)  Delivery Improvement  A: Leading for  Excellence Open (12)  Data and Digital Open (12)  Empowering Collaboratives  • Outcomes through transformation and service improvement  • Pop health & inequalities, targeting most deprived communities  • Focus on cancer, CVD, MH and elderly/frail and H&WB of children  • HNY centre for excellence for tobacco control Open (12)  Population Health  B: Leading for  Prevention Open (12)  Relationship with Place  • Workforce breakthrough programme  • Leadership development  • Productivity, including use of technology  • Service provision blueprint (productivity and efficiency plans, incl estate) Open (12)  System workforce  C: Leading for  Sustainability Open (12)  Sustainable Estate Balanced (8)  Outcomes Led Resourcing  • Meaningful engagement and co - production  • Engagement for prevention, focussed on health inequalities  • Stakeholder management Open (12)  Transformative public  engagement  D: Voice at  the Heart Open (12)  System Voice and Relationships


image3.png
gEd
aan
L]

Risk
Overview

RIGHT CLICK ON ANY VISUAL & SELECT DRILL THROUGH TO VIEW DETAILS ON A SEPARATE PAGE

DCDCA0025

DCDCA0011

DCDCA0015

2: Data and
Digital

2: Data and
Digital

2: Data and
Digital

A: Leading for
Excellence

A: Leading for
Excellence

A: Leading for
Excellence

If Acute Trust EPR Migrations do not take account of interoperability
transition then there could be loss of/stagnation in YHCR linkage

leading to redu
and reduced benefi

realisation

Information Security, Privacy and Governance: If the ICB were subject
to a Cyber-attack operational and administrive functions of the ICB
would be severely disrupted Cyber

The complex technical configuration across the ICS partnership may
add challenge to delivering a cyber secure environment, leading to a
severe incident and a loss of patient data or denial of service
impacting patient care.

Access to MS Desktop Applications: NHSE Regional team confirmed
that NHSE would not be funding the Desktop Version Microsoft Office
365 for GP Practices going forward. Such access will essential be for
Core and eccantial Primarv Care clinical nrocecces The Imnact of thic

d clinical record sharing, less empowered clinical care

Select Place /
Committee /
Collaborative --->

1: Delivery Improvement

2: Data and Digital

3: Empowering Colla
4: Population Health
5: Relationship with Place
6: System workforce

7: Sustainab

te

8: Outcomes Led Resourcing

Digital Digita Open
Digital Digital Open
Committee
Digital Digital Open
Committee

ololelele|e

21/8/24

21/8/24

21/8/24




image4.png
Humber and North Yorkshire

RISK REPORT SUMMARY Health and Care Patnership

Place / Committee / Collab Strategic Objective

DIGITAL COMMITTEE

T N e N ) e
A Leading for Excellence 23 Yes 19 826° 80% - 100% 19

& Lesing orpraention o T
C: Leading for Sustainability 0

D: Voice at the Heart 0

Total 23

I -— R
1: Delivery Improvement [} Digital 23

2: Data and Digital 23 Total 23

3: Empowering Collaboratives. o >

4: Population Health o == =

5: Relationshi th Place 0

6: System workforce [

7: Sustainable Estate 0

9 Transformative public engagement o

10: System Voice and Relationships o

Total 23





image5.png
RISK REGISTER DATA QUALITY DASHBOARD o Wbemgelrp il

Place / Committee / Collab Directorate Strategic Objective Domain

BLANK STRATEGIC OBJECTIVES FOR ACTIVE RISKS ACTIVE RISKS WITH AT LEAST ONE ERROR REVIEW DATE ERRORS FOR ACTIVE RISKS

20 19
15
10
DOMAIN ERRORS FOR ACTIVE RISKS
20 ° 2
20
0
10 Reviewed > 2 Blank
0 months ago

poman/onecive ERRORS IN RISK ACTIVATION
o UNMITIGATED RISK ERRORS FOR ACTIVE RISKS

ERRORS IN RISK ACTIVATION 20 18

ﬁ o ’
0 -

Same or lower Blank Lower than

than mitigated current risk
Date Passed @Blank tisk score. score @ No Deactivated Date @ Active risk with deactivated date @ Blank

£y





image6.jpeg
L J
O ® Humber and North Yorkshire
e Health and Care Partnership





image7.png
NHS

Humber and

North Yorkshire
Integrated Care Board (ICB)




